POLITICAS DE REDES E SEGREGACAO PARA MITIGAR AMEACAS

» Status MAC Binding ARP Scanning ARP List

» Network

» UsB General e
» Preferences

T | Enable ARP Spoofing Defense

m Permit the packets matching the IP-MAC Binding entries only

- Anti ARP Spoofing Send GARP packets when ARP attack is detected

- Attack Defense Interface:

- MAC Filtering

Interval:
= Access Control
« Application Control
Save

+ IPS/IDS
» Behavior Control
» VPN IP-MAC Binding List
» SSLVPN

@ add @ Delete
» Authentication
i D IP Address MAC Address Interface Description Status Operation
» Services
» System Tools 1 192.168.1.200 B4-2E-00-CA-2A-B7 LAN 200 Enabled € = e
2 192.168.1.201 18-C0-4D-D0-87-88 LAN 201 Enabled € & e
Logout
You can click IP Address in the header bar to sort the entries in ascending or descending order.
After you add an IP-MAC Binding entry, the entry will be synchronously added to the list at Network > LAN > Address Reservation.
Copy

TP-Link Corp

£ p.link

b Status Attack Defense

»  Network Flood Defense
» USB
» Preferences ~| Multi-connectians TCP S¥N Flood 1500 Pkt/s (100-99999)
» Transmission «| Multi-connections UDP Flood 1000 Pkt/s (100-99999)
m ~| Multi-connections ICMP Flood 1000 Pkt/s (100-99999)
Ry Secoling ¥| Stationary source TCP SYN Flood 1000 Pht/s (100-99399)
» Attack Defense
~| Stationary source UDP Flood 1000 Pkt/s (100-99999)
« MAC Filtering
« Access Control #| Stationary source ICMP Flood 1000 Pkt/s (100-99999)

Application Control

IPS/IDS

Packet Anomaly Defense
» Behavior Control

P VPN

<

Block TCP Scan (Stealth FIN/Xmas/Mull)
» SSLVPN

O

Block TCP Scan with RST
» Authentication

<

Block Ping of Death
» Services

0

Block Large Ping
b System Tools

3

Block Ping from WAN

Logout | Block WinNuke attack
~| Block TCP packets with SYN and FIN Bits set
#| Block TCP packets with FIN Bit set but no ACK Bit set
~| Block packets with specified IP options
Copyright © 2023

k Corporation Limited. < Security Option

All rights reserved. .
¥| Record Route Option

#| Stream Option #| Timestamp Option

«! No Operation Option

Save



